GREAT GLEMHAM PARISH COUNCIL

DOCUMENT AND ELECTRONIC DATA RETENTION POLICY
1. INTRODUCTION

THIS RETENTION POLICY APPLIES TO GREAT GLEMHAM PARISH COUNCIL (GGPC) AND COVERS ALL RECORDS AND DOCUMENTATION,
WHETHER ANALOGUE OR DIGITAL AND ARE SUBJECT TO THE RETENTION REQUIREMENTS OF THIS POLICY.

FOR THE PURPOSE OF THIS POLICY, THE TERMS ‘DOCUMENTS’ AND ‘RECORDS’ INCLUDE INFORMATION IN BOTH HARD COPY AND
ELECTRONIC FORM AND HAVE THE SAME MEANING WHETHER REFERRED TO AS DOCUMENTS OR DOCUMENTATION.

THIS POLICY WILL ALSO AID PAPER RECORDS AND ELECTRONIC DATA STORAGE ISSUES IDENTIFIED AND WILL ELIMINATE THE NEED TO
RETAIN PAPER AND ELECTRONIC RECORDS UNNECESSARILY. GGPC WILL ENSURE THAT INFORMATION IS NOT KEPT LONGER THAN IS
NECESSARY AND WILL RETAIN THE MINIMUM AMOUNT OF INFORMATION THAT IT IS REQUIRED TO HOLD TO MEET ITS STATUTORY
FUNCTIONS AND THE PROVISION OF ITS SERVICES.

ANY SUCH SYSTEM OR POLICIES RELATING TO RECORD MANAGEMENT WILL INCLUDE A REVIEW OF COUNCIL DOCUMENTATION ON AN
ANNUAL BASIS.

ANYTHING THAT IS NO LONGER OF USE OR VALUE CAN BE DESTROYED BUT IF THE COUNCIL IS IN ANY DOUBT IT WILL SEEK ADVICE FROM
SUFFOLK ASSOCIATION OF LOCAL COUNCILS (SALC) AND RETAIN THAT DOCUMENT UNTIL THAT ADVICE HAS BEEN RECEIVED.
DOCUMENTS OF HISTORICAL IMPORTANCE, IF NOT RETAINED BY THE COUNCIL, WILL BE OFFERED FIRST TO THE COUNTY RECORD OFFICE.

2. RETENTION OF DOCUMENTS
2.1 ATTACHED IS AN ANNEX WHICH INDICATES THE APPROPRIATE RETENTION PERIOD FOR AUDIT AND OTHER PURPOSES AND THE
REASONS FOR RETENTION.
2.2 IN RESPECT OF THE RETENTION OF DOCUMENTS IN CASE OF A LEGAL DISPUTE, COUNCIL'S POLICY IS SET OUT UNDER SECTION 3.
2.3 OTHER DOCUMENTS NOT MENTIONED IN THE ANNEX WILL BE TREATED AS FOLLOWS:
PLANNING PAPERS:

e WHERE PLANNING PERMISSION IS GRANTED, THE PLANNING APPLICATION, ANY PLANS AND THE DECISION LETTER WILL BE
RETAINED UNTIL THE DEVELOPMENT HAS BEEN COMPLETED, SO THAT, IF NECESSARY, THE CLERK CAN CHECK THAT THE
DEVELOPMENT PROCEEDS IN ACCORDANCE WITH THE TERMS AND CONDITIONS OF THE PERMISSION.

e WHERE PLANNING PERMISSION IS GRANTED ON APPEAL, A COPY OF THE APPEAL DECISION WILL ALSO BE RETAINED LIKEWISE

e WHERE PLANNING PERMISSION IS REFUSED, THE PAPERS WILL BE RETAINED UNTIL THE PERIOD WITHIN WHICH AN APPEAL CAN
BE MADE HAS EXPIRED. IF AN APPEAL IS MADE, AND DISMISSED, THE DECISION LETTER WILL BE RETAINED AGAINST FURTHER
APPLICATIONS RELATING TO THAT SITE.

e COPIES OF STRUCTURE PLANS, LOCAL PLANS AND SIMILAR DOCUMENTS WILL BE RETAINED AS LONG AS THEY ARE IN FORCE.

INSURANCE POLICIES

e INSURANCE POLICIES AND SIGNIFICANT CORRESPONDENCE WILL BE KEPT FOR AS LONG AS IT IS POSSIBLE TO MAKE A CLAIM
UNDER THE POLICY.

e ARTICLE 4 OF THE EMPLOYERS LIABILITY (COMPULSORY INSURANCE) REGULATIONS 1998 (S| 2753) REQUIRES THAT LOCAL
COUNCILS, AS EMPLOYERS, RETAIN CERTIFICATES OF INSURANCE AGAINST LIABILITY FOR INJURY OR DISEASE TO THEIR
EMPLOYEES ARISING OUT OF THEIR EMPLOYMENT FOR A PERIOD OF 40 YEARS FROM THE DATE ON WHICH THE INSURANCE IS
COMMENCED OR RENEWED.

CIRCULARS AND LEGAL TOPIC NOTES FROM SALC, NALC AND OTHER BODIES SUCH AS PRINCIPAL AUTHORITIES WILL BE RETAINED FOR
AS LONG AS THE INFORMATION CONTAINED THEREIN IS USEFUL AND RELEVANT.

CORRESPONDENCE
e  |FRELATED TO AUDIT MATTERS, CORRESPONDENCE WILL BE KEPT FOR THE APPROPRIATE PERIOD SPECIFIED TO THE ANNEX
THERETO.
® IN PLANNING MATTERS CORRESPONDENCE WILL BE RETAINED FOR THE SAME PERIOD AS SUGGESTED FOR OTHER PLANNING
PAPERS.

®  ALLOTHER CORRESPONDENCE WILL BE KEPT FOR AS LONG AS THE MATTER CONTAINED THEREIN IS STILL OF INTEREST OR USE TO
THE COUNCIL AND OR THE PARISH.
PERSONNEL MATTERS
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ARTICLE 5 OF GDPR PROVIDES “PERSONAL DATA MUST BE KEPT IN A FORM WHICH PERMITS IDENTIFICATION OF DATA SUBJECTS FOR NO
LONGER THAN IS NECESSARY FOR THE PURPOSES FOR WHICH THE PERSONAL DATA ARE PROCESSED.” THIS POLICY WILL ENSURE THAT
NECESSARY RECORDS, DOCUMENTS AND ELECTRONIC DATA OF GGPC ARE ADEQUATELY PROTECTED, ARCHIVED AND DISPOSED OF AT THE
CORRECT RETENTION PERIOD, AND TO PROVIDE ALL STAFF WITH CLEAR INSTRUCTIONS REGARDING THE APPROPRIATE RETENTION AND
DISPOSAL OF SUCH DOCUMENTATION.

3. RETENTION OF DOCUMENTS FOR LEGAL PURPOSES
3.1 MOST LEGAL PROCEEDINGS ARE GOVERNED BY 'THE LIMITATION ACTS' WHICH STATE THAT LEGAL CLAIMS MAY NOT BE COMMENCED
AFTER A SPECIFIED PERIOD. THE SPECIFIED PERIOD VARIES, DEPENDING ON THE TYPE OF CLAIM IN QUESTION.
3.2 THE TABLE BELOW SETS OUT THE LIMITATION PERIODS FOR THE DIFFERENT CATEGORIES OF CLAIM.

CLAIMS UNDER CATEGORY LIMITATION PERIOD
NEGLIGENCE (AND OTHER TORTS) 6 YEARS
DEFAMATION 1 YEAR
CONTRACT 6 YEARS
LEASES 12 YEARS
SUMS RECOVERABLE BY STATUTE 6 YEARS
PERSONAL INJURY 3 YEARS
TO RECOVER LAND 12 YEARS
RENT 6 YEARS
BREACH OF TRUST NONE

3.3 IF ATYPE OF LEGAL PROCEEDING FALLS INTO TWO OR MORE CATEGORIES, THE DOCUMENTATION WILL BE KEPT FOR THE LONGER OF
THE LIMITATION PERIOD.

3.4 AS THERE IS NO LIMITATION PERIOD IN RESPECT OF TRUST, THE COUNCIL WILL RETAIN ALL TRUST DEEDS AND SCHEMES AND OTHER
SIMILAR DOCUMENTATION.

4. RETENTION OF ENCRYPTED DATA
FOR ANY INFORMATION RETAINED UNDER THIS POLICY THAT IS IN AN ENCRYPTED FORMAT, CONSIDERATION MUST BE TAKEN FOR THE
SECURE STORAGE OF ANY ENCRYPTION KEYS. ENCRYPTION KEYS MUST BE RETAINED FOR AS LONG AS THE DATA THAT THE KEYS DECRYPT
IS RETAINED.

5. DISPOSAL OF DOCUMENTS OR DOCUMENTATION

DISPOSAL CAN BE ACHIEVED BY A RANGE OF PROCESSES:

O  ANY RECORD CONTAINING CONFIDENTIAL INFORMATION MUST EITHER BE DISPOSED OF IN A CONFIDENTIAL WASTE BIN OR
SHREDDED USING A CROSS-CUT SHREDDER.

o  DISPOSAL OF DOCUMENTS THAT DO NOT CONTAIN CONFIDENTIAL INFORMATION MAY BE DISPOSED OF IN THE NORMAL
WAY OR RECYCLED.

o  DELETION — WHERE COMPUTER FILES ARE CONCERNED

o  TRANSFER OF DOCUMENT TO EXTERNAL BODY - THIS METHOD OF DISPOSAL WILL BE RELEVANT WHERE DOCUMENTS OR
RECORDS ARE OF HISTORIC INTEREST AND/OR HAVE INTRINSIC VALUE. SUCH A THIRD PARTY COULD BE THE COUNTY
ARCHIVIST OR A LOCAL MUSEUM.

6. DISPOSAL OF ELECTRICAL HARDWARE
6.1 IT EQUIPMENT AND DEVICES THAT HAVE THE ABILITY AND CAPABILITY TO STORE PERSONAL DATA INCLUDE:
LAPTOPS MOBILE PHONES MULTI-FUNCTIONAL DEVICES — PRINTERS / SCANNERS SERVERS
USB MEMORY STICKS AND EXTERNAL HARD DRIVES.
6.2 IT EQUIPMENT DISPOSAL MUST BE MANAGED BY THE CHAIR AND CLERK IN CONJUNCTION WITH THE PROPER OFFICER.
6.3 ALL COMPUTER EQUIPMENT, RECYCLING OR REFURBISHING MUST BE DISPOSED OF IN ACCORDANCE WITH THE WASTE ELECTRIC
AND ELECTRONIC EQUIPMENT REGULATIONS 2013.
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7. DOCUMENTING DISPOSAL

GGPC WILL KEEP A RECORD DETAILING THE DOCUMENT DISPOSED OF, THE DATE, AND THE OFFICER WHO AUTHORISED DISPOSAL. IN
PARTICULAR, THE RECORD SHOULD BE ABLE TO DEMONSTRATE THAT THE DISPOSAL WAS IN ACCORDANCE WITH THIS POLICY OR SET OUT
THE REASONS FOR DEPARTING FROM IT.

THE TABLE AT APPENDIX 1 — RETENTION OF RECORDS SCHEDULE SETS OUT THE LIMITATION PERIODS FOR THE DIFFERENT CATEGORIES

OF CLAIM.

THE TABLE AT APPENDIX 2 — RETENTION OF DIGITAL RECORDS — PROVIDES THE REQUIRED RETENTION PERIODS FOR ALL DIGITAL

DOCUMENTS.

APPENDIX 1 - RETENTION OF DOCUMENTS REQUIRED FOR THE AUDIT OF PARISH COUNCILS

DOCUMENT MINIMUM RETENTION PERIOD REASON
MINUTES BOOKS INDEFINITE ARCHIVE
RECEIPT AND PAYMENT ACCOUNT(S) INDEFINITE ARCHIVE
RECEIPT BOOKS 6 YEARS VAT
BANK STATEMENTS LAST COMPLETED AUDIT YEAR AUDIT
BANK PAYING-IN BOOKS LAST COMPLETED AUDIT YEAR AUDIT
CHEQUE BOOK STUBS LAST COMPLETED AUDIT YEAR AUDIT

SUPPLIER CONTRACTS 6 YEARS LIMITATION ACT 1980 (AS AMENDED)
QUOTATIONS/TENDERS 12 YEARS LIMITATION AcT 1980 (AS AMENDED)
PAID INVOICES 6 YEARS VAT

PAID CHEQUES 6 YEARS LIMITATION AcT 1980 (AS AMENDED)
VAT RECORDS 6 YEARS VAT

TIMESHEETS LAST COMPLETED AUDIT YEAR AUDIT

INSURANCE POLICIES WHILE VALID MANAGEMENT

CERTIFICATES FOR INSURANCE

AGAINST LIABILITY FOR EMPLOYEES

40 YEARS FROM DATE ON WHICH
INSURANCE COMMENCED OR WAS

THE EMPLOYERS' LIABILITY (COMPULSORY
INSURANCE), REGULATIONS 1998 (SI 2753),

RENEWED MANAGEMENT
TITLE DEEDS, LEASES, AGREEMENTS, INDEFINITE AUDIT, MANAGEMENT
CONTRACTS
STAFF ATTENDANCE RECORDS INDEFINITE HEALTH & SAFETY ACT 1974
MEMBERS ALLOWANCES REGISTERS 6 YEARS LIMITATION ACT 1980 (AS AMENDED)

APPENDIX 2 - RETENTION OF DOCUMENTS REQUIRED RELATING TO INFORMATION TECHNOLCOGY

DOCUMENT MINIMUM RETENTION PERIOD REASON
EMAIL 2 YEARS TO SATISFY CUSTOMER COMPLAINTS
ELECTRONIC BACK UP 12 MONTHS TO PROTECT RECORDS FROM LOSS,

DESTRUCTION OR FALSIFICATION

ELECTRONIC FILES

3 YEARS FROM DATE LAST USED

TO PROTECT RECORDS FROM LOSS,
DESTRUCTION OR FALSIFICATION

ALL PORTABLE / REMOVABLE
STORAGE MEDIA

AT END OF WORK CYCLE / PROJECT

DATA SHALL BE COPIED OR STORED ON
REMOVABLE MEDIA ONLY BY AUTHORIZED
USERS IN THE PERFORMANCE OF OFFICIAL
DUTIES

CRYPTOGRAPHIC KEYS —
ACCESS LIMITED TO USER /
ROLE

ENCRYPTION KEYS MUST BE RETAINED FOR AS
LONG AS THE DATA THAT THE KEYS DECRYPT IS
RETAINED

SEE APPENDIX A RELATING TO LEGISLATION IN
PLACE
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